
AN INTRODUCTION TO BIOMETRIC 
TECHNOLOGIES AND APPLICATIONS

COMPILED BY HOWIE BAUM

YOU MAY FORGET YOUR 
PASSWORD OR LEAVE YOUR 

WALLET AT HOME, BUT 
YOU’RE NEVER WITHOUT 

YOUR FINGERTIPS OR YOUR 
FACE !
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BIOMETRICS 

▪ It is a method of science that 
does body measurements and 
calculations related to human 
characteristics. 

▪ Biometrics authentication is 
used in computer science as a 
form of identification and 
access control. 

▪ It is also used to identify 
individuals in groups that are 
under surveillance.
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It’s important for access, travel (self-service 
kiosks and automatic gates)

For civil identification, on-line customer 
registration and authentication, Border 
control, immigration and law enforcement, 
health and subsidies, and voter registration. 
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• Biometrics 
• A biometric authentication system uses the physiological

(fingerprints, face, hand geometry, iris) and/or behavioral
traits (voice, signature, keystroke dynamics) of an individual 
to identify a person or to verify a claimed identity.
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DIFFERENT TYPES OF BIOMETRICS

Fingerprint Recognition

Finger Geometry Recognition

Typing Recognition

Hand Geometry Recognition

Signature Recognition

Voice - Speaker Verification / Authentication

DNA Matching

Ear shape

Eyes - Iris Recognition

Eyes - Retina Recognition

Face Recognition
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FUTURE OF BIOMETRICS

Vein Recognition
Vein recognition is a type of biometrics that 
can be used to identify individuals based on 
the vein patterns in the human finger or palm.

Body Geometry Recognition
Visual/Spatial Biometric The use of 3D 
geometry of a person’s body type to determine 
identity.

Gait
Behavioral Biometric The use of an individuals 
walking style or gait to determine identity.
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CURRENT ISSUES 
WITH BIOMETRICS

Personal Privacy

Unauthorized 
collection

Unnecessary 
collection

Usage as unique 
identifier
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PERSON IDENTIFICATION
• Identifying fellow human beings has been crucial to the 
fabric of human society

• In the early days of civilization, people lived in small 
communities and everyone knew each other

• With the population growth and increase in mobility, we 
started relying on documents and secrets to establish 
identity

• Person identification is now an integral part of the 
infrastructure needed for diverse business sectors such as 
banking, border control, law enforcement, etc.
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MAJOR GOVERNMENT AND COUNTRY
BIOMETRIC SYSTEMS

DENT, the Automated Biometric 
Identification System, is a cornerstone of the 
United States’ border management and 
immigration. 

The central Department of Homeland 
Security system stores and processes over 200 
million identities, including biometric (ten 
fingers and a portrait) and associated biographic 
information. 

The FBI automated fingerprint recognition 
system, named initially IAFIS (now NGI), is the 
world’s largest criminal history collection (more 
than 154 million individuals) at the end of 
October 2020.

The Eurodac biometric system (European 
Dactyloscopy System) serves 32 countries in 
Europe. 10



Biometrics 
3 Categories of Biometrics:

1)  Physiological – Biometrics based on data derived from the 
measurement of a part of a person’s anatomy.  

• For example, fingerprints and iris patterns, DNA, facial features, hand 
geometry, and retinal blood vessels.

2) Behavioral – biometrics based on data derived from measurement of an 
action performed by a person, and distinctively incorporating time as a 
metric, that is, the measured action.  

For example, voice (speaker verification), gait (walking), handwriting, etc.

3) Psychological – Brain function and thinking processes 
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HOW ARE PEOPLE IDENTIFIED?

• People’s identity are verified and identified by three 
basic means:

• Something they have (identity document or token)

• Something they know (password, PIN)

• Something they are (human body such as fingerprint or 
iris). 

• The strongest authentication involves a combination of 
all three. 
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PROBLEMS WITH POSSESSION OR 
KNOWLEDGE-BASED APPROACHES

• An Identification card may be lost, stolen or forgotten

• Password or PIN may be forgotten or guessed by the imposters

• Estimates of annual identity fraud:

• More than 13 million adults became victims of identity fraud 
in 2019 

• $19.7 billion in fraudulent cellular phone use in 2020 !!

• $3 billion losses in ATM withdrawals

• The traditional approaches are unable to differentiate between an 
authorized person and an impostor
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Identification Problems
• Identity Theft: Identity thieves steal a PIN 

(such as date of birth) to open credit card 
accounts, withdraw money from accounts 
and take out loans

Consumers lost more than $1.9 billion 
to identity theft and fraud in 2019
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Representations of identity such as 
passwords and ID cards are not enough in 
today’s higher technology world.  
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Unlike your name, your fingerprints, irises, and face are identifiers 
that belong to you and no one else. 

IDs or docs can be forged, and passwords can be breached. 

It’s much harder for a would-be identity thief to capture and use 
your biometric signature.
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ETHICAL ISSUES WITH BIOMETRICS 
FOR FACIAL RECOGNITON

Facial recognition technology has already led to 
adverse outcomes. 

Early types couldn’t easily recognize women 
or people of color and sometimes could not 
identify many people of Asian descent. 

It was biased towards people of European 
descent and led to false recognition. 

Microsoft, Google, and other tech companies are 
improving this situation. 

The non-profit group Algorithmic Justice League 
has brought the Safe Face Pledge to the 
forefront. Many companies are beginning to adopt 
it to confront these known issues.
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OVERVIEW OF THE SAFE FACE PLEDGE

The Safe Face Pledge is an opportunity for organizations to make a public commitments 
towards mitigating the abuse of facial analysis technology. 

This historic pledge prohibits lethal use of the technology, lawless police use, and requires 
transparency in any government use.

Among the most concerning uses of facial analysis technology involve the bolstering of mass 
surveillance, the weaponization of AI, and harmful discrimination in law enforcement contexts. 

The Safe Face Pledge provides actionable measurable steps organizations can take to follow 
AI ethics principles by making commitments to:

▪ Show Value for Human Life, Dignity, and Rights

▪ Address Harmful Bias

▪ Facilitate Transparency

▪ Embed Commitments into Business Practices

▪ To read the pledge and learn more about it, go to 
▪ https://www.safefacepledge.org/
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THE 4 TYPES OF 
BIOMETRICS OF THE 

HAND

There are several 
characteristics of the hand 
that can be used as 
biometrics:

1) Fingerprints

2) Veins in the palm

3) Hand geometry

4) Palm recognition
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FINGERPRINT 
RECOGNITION

Fingerprint recognition is the 
identification by using patterns 
of friction ridges and valleys on 
an individual's fingertips which 
are unique to that individual.

The Integrated Automated 
Fingerprint Identification 
System that is maintained by 
the Federal Bureau of 
Investigation (FBI) is a 
repository for millions 
of fingerprint patterns and 
other information.
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This fingerprint recognition capture shows linear valleys (white) and 
ridges (black). 

Minutiae are specific spots such as ridge bifurcations and endings (in 
yellow and red). 

The tiny circular dots are sweat pores. 
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WHAT KIND OF MATERIALS CAN I USE TO
TRY TO FOOL A 

FINGERPRINTING SCAN ?

Paper: 2D printed (on matte and transparent 
paper) 
School glue (wood glue, PVA resin-based glue 
Clay-like compounds like Crayola Model Magic
Play-Doh 
Orange Play-Doh (close to natural skin 
reflection)
Plasticine (oil-based high precision modeling 
clay)
Gelatin (collagen extracted from skin, bones, 
and tissues of animals)
Wax (organic or petroleum-derived compounds)
Silly Putty
Silly Putty with metallic shade (for conductivity

Silly Putty and “glow-in-the-dark” paint Silicones 
Ecoflex rubbers or Polyvinyl siloxane used for 
dental impressions
Silicone and bare paint (electrically conductive 
paint)
Silicone and graphite coating (conductive)
Silicone with Colloidal Silver (liquid with tiny 
particles of silver)
Silicone and nanotips (a conductive polyamide 
liquid solution 
Dragon Skin  (a brand of high-performance 
silicone rubber used for skin effects and molds)
Dragon Skin and conductive paint
Dragon Skin and conductive paint and nanotips
Dragon Skin and graphic coating
Latex (natural rubber used for body paints)32



CREATING A FAKE 
FINGER (SPOOFING 
THE FINGERPRINT)

To open up a smartphone 
secured with a 
fingerprint, the attacker 
will first need to find a 
high-quality print, that 
contains a sufficient 
amount of specific 
patterns to open up the 
device.

Next, an attacker will lift 
the fingerprint, place it 
on a plastic laminate, and 
then cast a finger to fit 
this mold.

Once the malicious hacker creates the fake 
finger, all he has to do is to place it on the 
scanner, press with his finger to conduct 
electricity and then use the unlocked phone.
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FINGER AND PALM  
VEIN SCANNING

Finger Vein Authentication 
(FVA) is a method that uses 
pattern-recognition techniques 
based on images of human finger 
vein patterns beneath the skin’s 
surface. 

Palm Vein Scanning uses patterns 
of the veins in a person’s palm and 
hand that are beneath the human 
skin.

Stealing someone’s palm vein 
pattern is very hard so palm vein 
forgery is believed to be very 
difficult than other methods.

34



THE THREE DIFFERENT 
CHARACTERISTICS OF 

THE PALM 

1) The minutiae of the 
human palm consist of 
ridges, like the ridges 
in fingerprints. 

2) The principal lines of 
the hand are the deep 
creases that run 
across the hand. 

3) The third is the 
texture of the palm.
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FACIAL RECOGNITION

Facial recognition uses the 
visible physical structure of 
the face and an analysis the  
geometry of distinguishing 
features in it to identify an 
individual.

Years ago, the FBI developed very detailed ‘Facial 
Recognition Software’ to be used by law-enforcement 
agencies and in all of the airports around the U.S.  

It will scan faces and input information from the 
dots on the images shown on the face.  These 
range from 70 to 125 key facial markers.
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The iPhone FaceID uses more than 30,000 
infrared dots to map your face, then creates 
essentially a 3D map of your features. 

This map, like Touch ID, is sent to the 
Secure Enclave in the CPU to be compared 
with the one already stored on the device. 

The result? 

Your phone is unlocked just by looking at it !
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EYE SCANNING 
METHODS 
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THE 3 TYPES OF EYE SCANNING

1) Iris identification

2) Retina identification

3) The white or Sclera 
of the eye for blood 
vessel identification 
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IRIS IDENTIFICATION

The iris is the colored ring of 
textured tissue that surrounds 
the pupil of the eye. 

Iris identification uses the 
unique pattern of its texture to 
recognize an individual.

TRICKING AN IRIS SCANNER

For some iris scanners, all it 
takes is taking a photo with a 
cheap camera in night mode, 
print the iris on paper, and then 
putting a wet contact lens to 
mimic the roundness of the 
human eye.
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RETINA SCAN TESTS

Iris scanning is considered to be a 
non-intrusive method of biometric 
identification since an image of 
the iris can be taken from a 
distance.

Retina scanning, on the other hand, 
requires scanning a beam of light 
deep inside the eye to capture an 
image of the retina, so the 
equipment to do it, has to be close to 
the eye.
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SCANNING OF THE SCLERA OR 
WHITE AREAS OF THE EYE

This is a newer and possibly the most 
secure eye scanning method.

It can be easier and much more secure to 
just look into the smart phones camera lens 
and move your eyes to the side, to scan your 
Sclera for security.

It can identify you by your “eye-prints,” the 
pattern of veins in the whites of your eyes.

Tests made by the company making the 
Eye-Verify system said it is 99.97 % 
accurate.

https://www.youtube.com/watch?v=88Rjg8gM_DI
2.5 minutes
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As an interesting way that 
we blink, note that it is in a 
wave form, rather than one 
up and down movement !!

48



VOICE RECOGNITION

It is also commonly referred 
to a voiceprint, and is the 
identification and authentication 
method for using a person’s 
voice for this. 

By measuring the sounds a user 
makes while speaking, voice 
recognition software can 
measure the unique biological 
factors that, combined, produce 
her/his voice.

Voiceprints can be measured 
passively as a user speaks 
naturally in conversation, or 
actively, if she/he is made to 
speak a passphrase. 
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SIGNATURE 
IDENTIFICATION

▪ It is the analysis of the 
way a user signs his or 
her name.

▪ The process used by a 
biometric system to 
verify a signature is 
called dynamic 
signature verification 
(DSV).

▪ A person’s signature is 
one of the most widely 
used biometric traits 
for authentication of 
person as well as 
document as proofs. 
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SIGNATURE VERIFICATION 
PROCESS

The following biometric traits are 
taken into account while designing 
signature verification systems:

• The angle at which pen is held,

• The number of times the pen is 
lifted,

• The time it takes to write the entire 
signature

• The pressure exerted by the person 
while signing

• The variations in the speed with 
which different parts of the signature 
are written. 51



Ear shape has played a 
significant role in forensic 
science and its use by law 
enforcement agencies for many 
years. 

After decades of research of 
anthropometric measurements 
of ear photographs of 
thousands of people, it has 
been found that no two ears are 
alike, even in the cases of 
identical and fraternal twins, 
triplets, and quadruplets. 

It is also found that the 
structure of the ear does not 
change radically over time.

52



Advantages and Disadvantages of Biometrics

Advantages
• Uniqueness

• Universality
• User Friendliness
• Accuracy
• Comfort

Disadvantages
• Costly

• Facial Imaging can also hinder accurate identification.
• Missing or Injured body part problem
• False acceptance and rejections
• The scanning of eye is fearful to some people
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LIVENESS TESTING

Liveness detection in biometrics is 
the ability of a system to detect if 
a fingerprint, face (or 
other biometrics) is real or fake. 

Examples could be a fingerprint mold 
or 3D mask made of silicone.
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THE "GODMOTHER OF LIVENESS"

Dorothy E. Denning coined the term 
“Liveness” in her 2001 Information 
Security Magazine Article. 

It's "liveness," not secrecy, that 
counts. 

Decades ahead of her time, Dorothy 
E. Denning’s vision for Liveness 
Detection in biometric authentication 
could not have been more correct.
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FINGERPRINT TECH 
MEETS LIVENESS 

DETECTION STANDARD

HID Global® announced its 
patented Lumidigm® 
multispectral imaging 
solution is the first 
fingerprint technology 
certified to the ISO/IEC 
30107-3 Presentation Attack 
Detection (PAD) standard. 

The standard focuses on 
anti-spoofing and liveness 
detection to determine 
whether fingerprint data 
captured from the sensor is 
from a real, living person or 
from a plastic fake or other 
artificial copy. 56



LIVENESS DETECTION 
CERTIFICATION FOR FACIAL 

RECOGNITION 

Also known as presentation attack 
detection (PAD), liveness detection 
certification and certified liveness 
detection solutions have become the 
hot topic of the whole biometrics 
industry.

All of the methods have to comply 
with testing, using the ISO 30107 
standard.
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Spoofing the United Services 

Automobile Association Bank             

(USAA) to get into their 

website with a person’s photo 
on a smart phone !!

https://www.youtube.com/watch?r
eload=9&v=Sfhar1sGi7c&feature=e
mb_logo 40 seconds
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DEEPFAKE VIDEOS 

They are synthetic media in which a 
person in an existing image or 
video is replaced with someone 
else's likeness.

They use machine learning and 
Artificial Intelligence (AI) to make  
the moving image of a person 
which can deceive with celebrity 
videos,  fake news, hoaxes, and 
financial fraud.

This has elicited responses from 
both industry and government to 
detect and limit their use.
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https://www.youtube.com/watch?v=-9Qe6sVVubY
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DALI LIVES – ART MEETS 
ARTIFICIAL INTELLIGENCE. 
EXCLUSIVELY AT THE DALI 

MUSEUM

The Dali Museum in St. Petersburg, 
Florida partnered with Goodby
Silverstein & Partners to create a 
groundbreaking Artificial Intelligence 
(AI) experience. 

He died in 1989 – 32 years ago but 
"Dali Lives" provides Museum visitors 
an opportunity to learn more about 
Dali's life from the person who knew 
him best: the artist himself.

https://www.youtube.com/watch?v=BIDa
xl4xqJ4 4.2 minutesI AM BACK !!
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THE CHRISTMAS MESSAGE FROM THE QUEEN OF ENGLAND !!

https://www.youtube.com/watch?v=IvY-Abd2FfM 3.8 minutes
THE END62
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